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ABSTRACT A wide discipline that may be used to study this development is required given the rapidly growing
pervasiveness and integration of computers in human civilization. It is essential to maintain security throughout the
process since the design and use of technology requires the development and application of models of humans and
machines in all their features, including cognitive and memory models as well as social impact and (fake) emotions.
Internet of Behaviours (IoB) seeks to explain how data are more efficiently analyzed and deployed to build and promote
new goods from the standpoint of human psychology. Organizations can use the IoB in a variety of ways, whether they
are public or private, which can be exploited if security frameworks when the communication are not maintained. The
Internet of Behaviour, also known as [oB, is a concept that combines technology, human psychology, and the best aspects
of data analysis, behavioral analysis, and technology. The IoB platform gives businesses the tools they need to create the
thorough understanding of their clientele. Connecting gadgets to the Internet of things produces a lot of new data points
(IoT). The objective of the IoB is to observe, analyses, understand, and react to all types of human behaviors in a way

that enables people to be monitored and understood utilizing evolving technology and improvements in algorithms.
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I. INTRODUCTION

IoB is an IoT use case that concentrates on encouraging
customers to enhance specific outcomes. IoB can be seen as
the meeting point of three pillars [1]:

(@) Internet of Things: Provides client information
such as location, daily schedule, health status, etc.

(b)  Consumer psychology: Investigates the driving
forces behind people’s behaviors [2].

(c)  Data analytics: To identify patterns of behavior
and offer suggestions, algorithms can mix IoT
data with psychological studies.

Based on the aforementioned points, use these three factors
to achieve long-term client satisfaction and higher earnings.
IoT is regarded as one of the most critical security flaws that
affects almost everyone, including businesses, governments,
and consumers. The risks associated with IoTsystems are
unmatched despite all the benefits and value they provide.
IoT security is crucialbecause connected devices give hackers
a broad and easy-to-access attack surface. For thesevulnera-
ble devices, IoT security and embedded architecture in IoT
offers the essential protection required [3] [4], [28]. The
functionality of the devices is the primary concern for IoT
system developers, not security. Itis now even more crucial
to deploy security measures, and users and IT teams should
be in charge of doing so.

Industrial control system is a phrase related to OT (ICS).
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Robots, wind turbines, and cargo ships can all be operated
effectively with the help of industrial control systems, which
also incorporate devices and networking capabilities even
through mobiles [5], [29]. If an IoT device is used to control
a physical system, such as a device on the factory floor or a
part of the power grid, it is referred to as an OT device.

Cybercriminals frequently use IoT and OT devices, which
is a problem. perhaps even more than we do. The funda-
mental issue with IoT and ICS devices is that they make
it possible for people or organizations to conduct cutting-
edge cyberattacks. Hackers will employ any and all tactics
necessary to attack a company, a neighborhood, or even a
whole country [6] [7], [30].

Cybersecurity experts frequently make this claim, claim-
ing that IoT expands the attack surface available to criminals.
Security experts handle the resulting security threats since
they are aware of this. [8], [31] Security evaluations that
assess the complexity of parallelization and the possibility
for enhanced parallelism to improve performance. [9], [32]

Il. LITERATURE REVIEW

Having a secure network is essential for every IoT system. In
recent years, there have been numerous cyber security threats
Security of IoT networks has become even more crucial
with the incorporation of SD Networking, big data [10],
[33], soft computing and parallelization [11]. The security
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FIGURE 1: projected growth of global active IoT user from
2014 to 2026 (in Billions)

of IoT devices and edge layers has been extensively studied.
There has been extensive research done on the protocols
needed for machine-to-machine communication, CNN based
approach and its security and privacy problems [12], [34].
There could still be harmful data on a trustworthy device,
though. Machine learningmodels are useful in these situa-
tions because they treat each file as a separate sample point.
In-depth analyses of the function of machine learning tools
in IoT networks have been conductedin a number of models
and studies. Author in [13], [35] suggested an IoT security
approach based on parallelization and RFID tags.The author
suggested for a strategy to safeguard IoT devices [14]. In a
different publication, author [15] also recommended an IoT
wireless protection strategy. The author made a suggestion
for Behavior aware Privacy for IoT in. originator of the IoT-
based federated learning strategy in [16].

lll. THE KEY CHALLENGES OF INTERNET OF
BEHAVIORS

IoT devices were not created with security in mind. As a
result, there are numerous IoT security issues that can have
severe consequences [17], [36]. IoT security is governed by
a relatively small number of standards and laws compared
to other technology solutions. The majority of people are
also ignorant of the risks associated with IoT systems. Ad-
ditionally, they are unaware of the magnitude of IoT security
concerns. Some of the numerous IoT security concerns are
Lack of visibility, Limited security integration, Open-source
vulnerabilities. It is necessary to develop and manage IoT se-
curity in an integrated manner in order to effectively address
IoT security challenges. It must take into account a range
of strategies and instrumentsas well as neighboring systems,
such as networks [18], [37].

The following are the key challenges of the IoB:

a.  Manipulation for Profit: Let’s go back to the
person who wishes to stick to their diet as an
example. if this person has a completely healthy
body but is persuaded to starta diet by a healthcare
professional. For instance, it would be possible to

persuade people to spend more on healthcare if
they have excessive health concerns.

b.  Manipulation for control: Political parties or gov-
ernments can use [oB to influence the populace.

c.  Privacy concerns: It might be challenging to max-
imize profits because big data analysis and storage
include a lot of sensitive personal data which
requires high performance. Despite the increased
regulation ofthe use of private data, there are
technologies that enable data processing without
disclosing private information [19], [38].

d. Laws and regulations: Regulations have not kept
up with the development of technology. Legal
problems still need to be overcome. Data security
practises, for example, are not frequently stan-
dardized.

e.  Threat from cyberattacks: As our reliance on dig-
ital technologies increases in our daily lives, so
does our vulnerability to them. Despite the growth
of cybersecurity tools and even insurances, people
still need to consider these risks.

f.  Persuading people to share their data: Some peo-
ple might not wish to reveal their private informa-
tion. Let’s examine the situation of auto insurance.
47% of drivers don’t want their driving informa-
tion to be shared, according to Deloitte. Driving
data includes details like average speed, amount
of full brakes used per kilometer, driving routes,
etc [20], [39].

IV. FUTURE OF INTERNET OF BEHAVIOR

By 2025, according to Gartner, more than half of all humans
will interface with IoB systems operated by governments
or private businesses. Smartphones can be purchased with
IoB health apps like SoberTool, Noom, SmokeFree, and
Health2Sync, the latter of which aids in the management
of diabetes through blood glucose and activity tracking. IoB
systems and apps of this nature will spread despite worries
about data privacy [21], [40].

The popularity of e-commerce, digital assistants, social
media platforms, and other technologies that demand per-
sonal information demonstrates that the majority of users will
feel at ease supplying behavioral data as well. This opens the
door for IoB to reinvent how businesses and organizations use
technology to engage with and influence people [22], [41].

There are other technology and people options available.
Here are a few techniques IT professionals may use to
strengthen their IoT device security posture.

(a)  Improve device monitoring: Information sharing
and the usage of intrusion detection systems (IDS)
and security information and event management
(SIEM) systems can both be helpful. It is possible
to profile attackers and more intelligently place
security controls for IoT and ICS devices by using
cybersecurity threat intelligence (CTI).
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(b)  Increase security features: Including features like
capability that encrypts all transferred and stored
data can be beneficial. Additionally, improved
authentication protocols can support connection
management. Employees can segregate them-
selves as well, which will help them react to
security breaches more skillfully [23], [42].

(c)  Observe IoT and ICS guidelines: The National
Institute of Standards and Technology (NIST) has
released numerous cybersecurity.

V. SECURING THE INTERNET OF THINGS ECOSYSTEM
Securing IoT devices is a challenging issue in and of itself for
a number of reasons. Security usually receives a lower prior-
ity than time-to-market considerations since manufacturers
and inventors are under pressure to produce new products.
Many businesses are also unaware of the dangers that come
with IoT and are typically more focused on the savings,
convenience and automations that it offers [24], [43].

IoT will likely be employed in more than 25% of enterprise
attacks by 2020, according to Gartner. In particular, industrial
Internet of Things (IoT) systems face significant stakes. The
operational risks in anything from national power genera-
tion and distribution infrastructures to international industrial
operations may be significantly increased by connected IoT
sensors and devices. Safeguarding the devices themselves
is one option. For instance, some pieces of equipment may
operate continuously without being watched, yet they still
need to be secured. These devices can be made more resistant
by adding tamper-evident and tamper-proof measures, which
will stop potential attackers from taking over or accessing
important information especially in the application of IoT in
automated transportation [25], [44].

Enterprises must make sure that their IoT networks are
secure in addition to protecting specific IoT devices. Strong
user authentication and access control measures can be em-
ployed to assist make sure that only authorized users have
access to the IoT framework.

VI. BEHAVIORAL INTERNET AND CYBERSECURITY
However, there is a dark side to IoT, according to experts,
and the integration of behavior data might provide attackers
access to private information that discloses consumer behav-
ior patterns. Hacker-obtained delivery routes, bank access
codes, and property access codes can all be collected and
sold to other thieves; the possibilities are limitless. The other
possibility isthat they will be able to better impersonate
people for fraudulent or other bad intentions, raisingthe bar
for "Phishing." [26]

New cybersecurity protocols are being developed as a
result of the fast-growing network of IoT devices, and enter-
prises must be ever more proactive and attentive. According
to researcher and technology author Chrissy Kidd’s post on
the BMC blog, "Many people prefer having their gadgets
synced and derive benefits and ease from this setup. The
Internet of Things is not inherently hazardous. The issue is
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rather how we obtain, organize, and make use of the data,
especially at scale. And we’re beginning to comprehend this
issue. She goes on to say that the IoB method, which links
our data with our legal and cultural norms must change in
order for our decision-making to be effective.

"Your interactions with a particular business are just one
source of data collection for the IoT. An auto insurance
provider, for instance, would review a summary of your
driving record. We’ve concluded that this is fair as a society.
However, the insurers might also examine your social media
connections and profiles to "predict” if you're a safe driver—
a dubious and illegal practices. Companies can easily connect
your smart phone to your laptop, home voice assistant, home
or car cameras, and possibly your cell phone records (texts
and phone calls) [27]. Additionally, it goes beyond the actual
equipment. Many businesses secretly share(sell) data with
other divisions or across corporate borders. Continued soft-
ware acquisitions byGoogle, Facebook, and Amazon, usually
without our consent, have the potential to integrate users of
a single app into their whole online ecosystem. Kidd claims
that these worries are not adequately protected by the law. As
a result, there are major security and legal dangers.

VIl. CONCLUSION

The Internet of Behaviors offers Innovative strategies for
marketing products and services and influencing customer
and staff behavior that are available to the organizations. By
relying on the data that has been acquired, organizations can
use this technology to significantly improve their customer
interactions. IoB has evolved into a worldwide setting that
categorizes human behavior. IoB analyses behavioral data
before determining its potential. In order to develop methods
for producing and selling things to consumers, businesses
have examined, tested, and used a variety of methodologies.
A safe network for people, software/hardware, processes, and
things is what the Internet of Things (IoT) is guaranteed to be
thanks to cybersecurity. If that’s the case, IoT will provide a
higher degree of interoperability, confidentiality, scalability,
availability, and integrity. IoT will also be primarily focused
on addressing cybersecurity challenges in the next years.
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