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ABSTRACT

The goal of the emerging paradigm of the next-generation Internet known as "Metaverse" is to create a virtual shared
environment that is completely immersive for human use in the digital world of play, work, and socialization. Recent
developments in developing technologies like AR/VR, Al, big data, and blockchain are propelling the metaverse
from science fiction to an imminent reality. However, the metaverse’s extensive implementation may be hampered
by significant privacy intrusions and security vulnerabilities. In this context, we analyze development in the field of
metaverse security in this paper. We used the Scopus database to formulate our observations. In this paper, we any many
research question and presents our observation related to the development in the field of metaverse.
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I. INTRODUCTION

The term "metaverse" refers to the merging of many perma-
nent, multi-user, shared, 3D virtual places that are connected
to the real world and exist in perpetuity. In the metaverse,
users represent themselves with digital characters called
"avatars," and they engage in conversations with other avatars
as well as with the virtual goods, services, and enterprises
available there. There is always a conflict between the users
and tech specialists about the working of metaverses. The
original concept was credited to the American writer and tech
adviser Neal Stephenson in his 1992 science fiction novel
Snow Crash; but, the notion may be found in many cultures
and eras, dating back at least to The Cave of Plato. The
construction of new and future metaverses has recently been
in the headlines after major tech companies revealed massive
investments and ambitious ambitions in this area. The tech
conglomerate Meta4, under which Facebook was (coinciden-
tally) renamed, is one of those companies. Others include
Microsoft2 and Epic Games3. Mark Zuckerberg, CEO of
Meta and Facebook, in particular, saw the metaverse as the
next logical step for the Internet. For him, the sudden and
widespread interest in the metaverse is a natural progression
in the evolution of our physical and digital networking skills
(and, by extension, our social life).

The previous section presents the importance of the meta-
verse; in this context, we used the Scopus database to analyze
the different research developments in the field of the meta-
verse [1]. We try to find the answer to the following research
questions:

RQ1 Who are the important authors working in the field of
metaverse security?
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RQ2 What are the trending topics in the field of metaverse
security?

RQ3 What are the important papers in the field of metaverse
security?

The rest of the paper is organized as follows: section III
presents our research methodology, the results are presented
in section IV; finally, the conclusion is presented in section V.

Il. LITERATURE REVIEW

There are many researchers that are working in the field of
securing data in different environments [2]—-[5]. Author in
[6] proposed novel graph-based machine learning technique
to secure smart vehicles in ITS. Authors in [7] presents
more details about DDoS [8], [9] attacks. Author in [10]
presents the advancements of cloud computing environment.
Author in [11] provide solution for DDoS attack detection
in MANET. Author in [12] proposed enhancing the browser-
side context-aware sanitization of suspicious HTMLS5 code
for halting the DOM-Based XSS vulnerabilities in cloud.
Author in [13] proposed a lightweight mutual authentica-
tion protocol for IoT devices. Author in [14] proposed a
secure timestamp-based mutual authentication protocol for
IoT Devices. Authors in [15] proposed a secure e-health
care framework for green internet of things. Author in [16]
proposed a secure machine learning scenario from big data in
cloud computing via [oT. Authors in [17] proposed a personal
mobility in Metaverse With Autonomous Vehicles. Authors
in [18] presented a comparative study of privacy-preserving
homomorphic encryption techniques in cloud computing.
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FIGURE 1: Analysis of Database

Authors in [19] proposed traffic accident prevention in low
visibility conditions using VANETS cloud environment.

lll. RESEARCH METHODOLOGY

In this paper, we analyze the development of different secu-
rity protocols and standards for the metaverse.In this article,
we examine how artificial intelligence, augmented and virtual
reality, and blockchain can be used to create a metaverse.
For the purpose of answering the research question posed in
the Introduction, we mine the Scopus database for relevant
information. The articles from periodicals indexed by Scopus
are analyzed. We search the Scopus journal through the
follwing query:

TITLE-ABS-KEY ( metaverse AND security )

IV. RESULTS AND DISCUSSION

We analyze the literature published in Scopus-indexed jour-
nals to obtain information on the development of different
security protocols for the metaverse. The summary of the
final database used for the analysis is presented in Figure 1a.
From Figure 1b it is clear that the annual growth rate in
published articles is 18.92%. Figure 1c and Figure 1d present
importanat type and subject of our collected database. From
Figure 1d it is clear that the majority of researchers in the
computer science (31.7%) field are working to develop new
security models for the metaverse. Figure 1c present that the
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majority of users are publishing their papers in conferences
(51.9%).

A. ANALYSIS OF AUTHORS

In this subsection, we give details about the most important
authors working in the field of metaverse security. Figure 2
presents the distribution of authors according to total citation.
From Figure 2, it is clear that Falchuk B, Loeb S, Neff R,
Fournier S, Muller O, and Skalidis I are the most important
authors.

B. ANALYSIS OF TRENDING TOPICS

In this subsection, we give the details of the important key-
words used by the authors in their papers. Figure 3 presents
the distribution of important keywords. The most frequent
keyword comes at the center and its size depends on the
frequency of occurrence. The important keywords are as
follows:

— metaverses (30)

— block-chain (19)

— blockchain (19)

— virtual reality (16)

— security (10)

— augmented reality (7)
— immersive (6)

— network security (6)
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C. ANALYSIS OF HIGHLY CITED COUNTRIES

Distribution of published papers according to the country is
also a good factor in measuring the development of research
work in metaverse security. Figure 4 presents the production
of papers according to the countries. From Figure 4, countries
with the highest publications are as follows:

— CHINA (74)

USA (42)
INDONESIA (12)
INDIA (10)

SOUTH KOREA (10)
CANADA (6)
SINGAPORE (6)

D. ANALYSIS OF DOCUMENTS

In this subsection, we give the details about the highly cited
papers in the field of metaverse security. Table 1 arrange the
papers according to the number of citations. Table 1 helps the
new researchers to get information about the research field.
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FIGURE 4: Highly Cited Countries

TABLE 1: Highly Cited Papers

Total Cita-
tions
FALCHUK B, 2018, IEEE TECH- | 27

NOL SOC MAG [20]
SKALIDIS 1, 2022, TRENDS CAR- | 24
DIOVASC MED [21]
DI PIETRO R, 2021, PROC - IEEE | 11
INT CONF TRUST, PRIV SECUR
INTELL SYST APPL, TPS-ISA [1]
MIN T, 2022, CCF TRANS PERVA- | 6

Paper

SIVE COMP INTERACT [22]

GAO S, 2023, SIGNAL PROCESS | 4
[23]

LE X, 2022, ADV SCI [24] 4
LV Z, 2022, PATTERNS [25] 3
WANG Y, 2022, IEEE COMMUN | 2
SURV TUTOR [26]

TANG F, 2022, IEEE WIREL COM- | 2
MUN [27]

WEI D, 2022, INT J GEOHER | 2
PARKS [28]

SINGH R, 2022, SENSORS [29] 2
WEI C, 2022, NANO-MICRO LETT | 2
(30]

JABER TA, 2022, INT J INTERACT | 1
MOB TECHNOL [31]
NGUYEN CT, 2022, IEEE VEH | 1
TECHNOL CONEF [32]
ZHANG X, 2022, MATHEMATICS | 1

(33]
WANG Z, 2022, APPL OPT [34] 1
LIN W, 2022, SENSORS (BASEL) | 1
[35]

SUMBUL HE, 2022, PROC CUS- | 1
TOM INTEGR CIRCUITS CONF
[36]

V. CONCLUSION

Metaverse time is almost coming. Not because of a PR
push by a tech/social media giant to avoid scrutiny, or even
because of the commercial potential. Given that we are now
officially in the digital age, this prediction is coming true.
However, the present limitations of integrating technologies
such as artificial intelligence, AR/VR, and blockchain make
the metaverse vulnerable to different types of cyber attacks.
In this context, in this paper, we analysis the literature related
to metaverse security. We present information about impor-
tant authors, keywords, and documents in this paper. This
paper will help the new research to get a better understanding
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of the development in the field of metaverse security.
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