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ABSTRACT

Malware means malicious software, which is designed to harm or exploit the computer
system. The primary intention of creating malware is to collect sensitive data or
financial information of the user without knowing it. Malware usually spreads through
email attachments, malicious websites, infected software downloads, and USB drives.
Once the malware is installed into a system or network the attacker can get unauthorized
access to the user’s system or network. He can access or temper or steal the data from
the system or network. Malware will follow a mechanism to infect the computer systems
or a server. Malwares has many types of harmful programs like viruses, worms, Trojans,
ransomware, spyware, adware and rootkits. In this article we are going to discuss what
is malware, how the malware works, types of malwares, malware delivery methods,

evolving strategies and trends.
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I. INTRODUCTION

In this continuing evolving digital world,
cybersecurity plays a major role. These days the
internet is growing rapidly, and cybercriminals are
increasing day by day. They all are committing
crimes on the internet rather than in the real world.
There is a term called malware in cybersecurity
that means malicious software. Malware is a most
common and harmful hazard in this digital world.
As technology evolves the cybercriminals are also
getting smarter. There are different types of
malwares which have different objectives like
virus, worms, trojans, ransomware, spyware,
adware and rootkits. If malware got installed in the
computer system or a server it will spread the
entire system or a server rapidly and the attacker
will get unauthorized access to the system and he
can access the data without knowing the user. The
main motive of malware is to gain access to a user
and steal sensitive data or financial information.
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Malware usually spreads through various sectors
like email attachments, malicious websites and
infected software downloads. In this article let’s
discuss what malware is, how malware will work,
malware delivery methods, evolving strategies and
trends.

A. What is a Malware?

Malware is a one of the terms in cybersecurity
which is a malicious software. It is designed to
cause harm or exploit the functionalities of the
computer system or a network. There are several
types of malware that will depend on their
objectives like virus, worms, spyware, adware,
trojans, ransomware, and rootkits. The main part
of malware is to get unauthorized access from the
user and steal sensitive data and financial
information.

B. How Does a Malware Works?



Malware will work by exploiting vulnerabilities in
user computer systems or depending on human
errors to infect devices and networks. Once
malware got installed, it will execute a wide range
of malicious activities like stealing the user data,
taking control of user system, and recording
keystrokes.
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A hacker
strategically places
a malicious link, file,

or attachment in
front of their victim.

Malware installs on
your computer, trying
to steal, compromise,

and/or destroy your

sensitive data.

You click on a
malicious link, file, or
attachment, triggering
the malware to install
onto your device.

Fig.no:1 (how malware will work)

Il. Types of Malware attacks

Malware has various forms, each method has its
own and unique characteristics. They are:

Viruses: Viruses are one of the most well known
and oldest forms of malware. A malicious program
that is attached to another downloadable file is
called a virus. When an infected file is transferred
from one device to another the virus will spread.
Viruses can be tampered with or delete the data.
Virus can be activated once the user opens the file.

Worms: Worms are similar to viruses and they
will self-replicate themselves on the user system
but they don’t need to attach to already existing
files. Worms will slow down the system and the
networks. Worms will infect the large network
rapidly. Viruses are not independent; they need a
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host program but worms can function

independently.

Trojans: Trojan is a short form of Trojan horses.
Trojan malware poses themselves as legal
software or files. Users will install the trojans
unknowingly considering they are downloading a
safe one. Once trojan horse virus is activated it will
perform several malicious actions like stealing
sensitive data, taking control of the user’s system.

Ransomware: Ransomware is a malicious
software that encrypts a victim’s entire system,
making it hard to access by the victim. To decrypt
the entire system the attacker will demand ransom
from victim, to recover the data.

o
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1. Bad guys create 2. Cybercriminals use
ransomware themselves social engineering to

3. They use the malware 4. Attackers use your
to digitally encrypt all  encrypted sensitive data
or buy/lease it from  gain access to your

other cybercriminals.  network or systems.

your IT systems and  as leverage to force you to
data possible. pay a ransom.

In some cases, attackers will exfiltrate your data
a prior to encrypting your systems

Fig.no:2 (how ransomware attack works)

Spyware: Spyware is created to observe secretly
and collect data about a user's activities without
any knowledge of the user. It can record
keystrokes, and capture the screenshots, track the
web browsing history and steal sensitive data like
login credentials and financial information.

Adware: Adware is a type of malware that
displays unwanted pop-ups and advertisements on
the user's screen. It comes in software sets and
downloads. Adware will affect user experience
and slow down the system performance although
it does not cause direct harm. It will be installed
without the user’s knowledge.

Rootkits: Rootkits will modify the OS to create
the backdoor. Attackers will use the backdoor for
remote access for a user system.



Keyloggers: Keylogger is a malicious software
program that keep tracking user enters into
computer system in order to collect the passwords
or sensitive information
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Fig.no:3 (Keylogger)

I1l. RELATED WORKS

Social engineering techniques will play a major
role in malware delivery methods [5]. There are a
number of papers for understanding malware, its
evolution, and detection methods. Investigation of
several malware detection methods covering
signature-based, behavior-based, and hybrid
approaches was done [1].

Understanding the complex nature of ransomware
has been made possible by investigating Stamp’s
in detail for development of ransomware and its
mitigation techniques [2]. By using machine
learning methods, we can identify dangerous
software.

Malware delivery methods:

Understanding how malware will spread to the
target system is important for prevention of
malware. To spread the malware cybercriminals
will use various types of methods and strategies
such as[9-15]:

Email attachments and links: Malware will be
delivered to victims with email attachments or
links in phishing emails. Users may click on the
links or open the mail attachment which will lead
to installing the malware on the system.

Drive-By Downloads: Malicious code will be
injected into legal websites, when the user visits
the website, the malware will automatically get
installed.
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Software Vulnerabilities: Cybercriminals will
exploit security vulnerabilities in software and
operating systems to deliver malware by using
drive-by downloads.

Malicious advertising: In malicious advertising
the attacker will inject the malicious code within
online advertisements. If the user clicks on the
advertisements the malware gets installed.

Evolving strategies and trends:

Malware will keep on evolving as cybercriminals
will react to new security measures and
developments in this technology. In this domain of
malware, some react trends and strategies
included:

Fileless malware: Fileless malware will work in
system memory, which creates low to no trace on
disk. It is difficult to detect and remove.
Polymorphic malware: Polymorphic malware
will change its code or appearance every time it
infects a new system that makes it difficult for
antivirus to identify and prevent.
Ransomware-as-a-service: It is a business model
in  which cybercriminals will rent their
ransomware software to attackers without creating
any malwares by themselves.

Advanced Persistent threat: APTs are highly
advanced attacks in which they carry out nation-
state actors. To get into specific organizations or
individuals, they will combine malware with
advanced techniques.

IVV. Preventions

The good news is that with the right security
measures we can secure our data or information
from malware.

Secure Downloads: We need to download the
software and files from legal and reputable source
websites

Adware Blocker: Use adware blocker from
chrome browser to protect from malicious
advertisements.

Multi-Factor Authentication (MFA): Multi-
Factor Authentication will add an extra security
layer for a website or several applications by



providing multiple forms of identifications, such
as a password and a verification code sent to their
mobile device. Even if an attacker finds out
passwords still, they need to give second factor
code to gain access.

Regular backups: We need to keep backup for
important data and we need to store the data in a
secure location if in case on the user system any
ransomware attack happens means the attacker
will encrypt the data which is present in the system
so if we keep data back-up it will be helpful.
Regular Software Updates: We need to keep up-
to-date our system or software to patch the
vulnerabilities. By that we can escape from
attackers. That patch will be a way for an attacker
so we need to cover up that patch by regular
software updates.

Web Application Firewalls (WAFs): Web
application firewalls will monitor and filter HTTP
traffic between web applications and the internet.
Web application firewalls will detect and mitigate
brute force attacks by blocking malicious IP
addresses.

V. CONCLUSIONS

In this modern digital cybersecurity world. We
need to know how to recognize and how to defend
from malware. It is important to know how to
secure the data. Malicious software will be a risk
for both individuals and organizations because
there are so many variations in malware like
viruses, worms, trojan horse, ransomware,
spyware, adware, and rootkits. Malware
techniques are evolving day by day so we need to
ensure our system is secure. We need to maintain
the data backup every time. In this article we have
discussed malware clearly. With this we can get
awareness about malware and their types.
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